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Can I use ordinary 

Ethernet Switches 

for PROFInet?

Yes and No

Switches and PROFInet
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Profinet communications use  IEEE 802.3 Ethernet packets

Profinet can be used for many different applications

Switches and PROFInet
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IT Communications <100ms cycle  Standard Switches

RT – Real Time  <10ms cycle, low jitter  Standard Switches

IRT – Isochronus Real Time <1ms, less  <1uS jitter  Special Switches

Switches and PROFInet
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Switches and PROFInet

 Associates each port with physical addresses connected through it

 Sends frame out the port associated with the physical address

 Improves the performance of the network

 Two most common types…

 Cut-through

 Store and forward

Data exchange between

ports 1 – 4 and ports 2 –

3 is private and 

simultaneous.

Switch

1 2 3 4
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Switches and PROFInet

 If „A“ transfers Data to „B“, the 

data will be sent to every station 

which is connected with the Hub.

 The 10Mbps Ethernet Bandwidth 

needs to be shared on every host 

which is connected.

 The Switch transfers the Frame 

based on the Address to a special 

Port. 

 It is also possible to run more 

connections between the Ports. 

 Every Port is capable to work in 

Full duplex mode and use the 

entire Bandwidth of the Network.

Hub Switch

A B A AB BC C D D
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Switches and PROFInet

Sub Network C

212.18.23.88

212.18.23.7

212.18.23.12

119.88.26.6

119.88.26.58

119.88.26.79

183.202.67.25

183.202.67.8

183.202.67.84

Sub Network B

Sub Network A

Communication over

Subnetworks
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Switches and PROFInet

BUS

STAR

TREE

RING
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Any simple unmanaged switch can be used  to create a Profinet IO 

network

IO-Controller

IO-Devices

IO-Supervisor

Except very old types – Switch must be 

transparent to large frames

Standard Ethernet Packets have a maximum 

length on 1518 bytes

A switch is a store and forward device – all 

packets received are checked before forwarding

Any packet greater than the maximum length will 

be rejected

Profinet IO uses the IEEE 802.1Q packet structure

Switches and PROFInet
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Priority field – 0-7 : Profinet uses level 6

Type field for Profinet 0x8892

Packet sizes can now reach 1522 bytes 

Priority Traffic Type

0 Best Effort

1 Background

2 Spare

3 Excellent Effort

4 Controlled Load

5 Video

6 Voice

7 Network Control

Switches and PROFInet
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Type field indicating 802.1Q

Priority Tag

VLAN ID

Type Field indicating Profinet

Switches and PROFInet

http://wiki.wireshark.org/FrontPage
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Because Profinet uses 802.1Q there must be a VLAN identifier

A Virtual LAN allows one physical network to become a number of virtual 

networks

Virtual LANs are used for security and bandwidth management

If a switch port is set up to support a particular VLAN ID only traffic 

destined for that VLAN will be passed to that port.

If Profinet is required to operate within a VLAN environment 

the Identifier can be set by the switch

Switches and PROFInet
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WLAN and PROFInet
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WLAN and PROFInet

What special requirements has PN IO for WLAN?

 Profinet IO works with cyclic data communication

 3 retries (default) = bus fault (BF)

  the WLAN connection must be reliable!

“Domestic” WLAN could, however, be used for PN IO –

under following conditions:

 No roaming for the Ethernet Client Module (ECM)

 The PN IO update time >= 32 ms

 max. of four WLAN Clients for each AP
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WLAN and PROFInet

The ECMs can be set to the following MAC modes:

 Auto find „Adopt MAC‟

ECM adopts MAC address from first frame to pass

 Set 'Adopt MAC' manually

MAC address can be edited manually

 Adopt own MAC

ECM uses its own MAC address

 Layer 2 Tunnel

ECM uses its own MAC address but also the MAC addresses of 

the end devices that are connected to the ECM
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WLAN and PROFInet

“Domestic WLAN”  Real-time WLAN

“Domestic WLAN” – technical details

 In a “Domestic WLAN”, each device transmits (AP and clients) 

as soon as data is pending and the channel is free (“distributed 

coordination”)

 “Domestic WLAN” is therefore also known as DCF (distributed 

coordination function)

AP

Cl 1

Cl 2
Cl 3
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WLAN and PROFInet

“Real-time WLAN” – technical details

 In real-time WLAN, the access point coordinates radio traffic

 Real-time WLAN is therefore also known as iPCF (industrial point 

coordination function)

 The AP assigns each client a 2 ms time slot

 Now the AP transmits data to client 1

 Client 1 receives this and answers in turn with its data

 This process is known as “polling”

Note: “Real-time” doesn‟t mean “immediately” but “at a                  

pre-determinable time” i.e. deterministic
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WLAN and PROFInet

“Real-time WLAN” – what actually happens 

AP

Cl 3 Cl 2

Cl 1

2 ms time slot

The AP determines the polling sequence and it cannot be 

influenced!
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Summary

Simple PROFInet IO networks can be run using 

ordinary unmanaged switches. 

To ensure real time performance on shared networks 

the Ethernet switch must support 802.1Q

If IRT is to be used only use specially designed 

switches

If VLANs are to be used, switches must be set up 

correctly

Wireless technologies can be used if setup/selected 

correctly

Switches/WLAN and PROFInet
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Thank you for your attention!


