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Can I use ordinary 

Ethernet Switches for 

Profinet?

Yes and No
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Profinet communications use  IEEE 802.3 Ethernet packets

Profinet can be used for many different applications

Profinet
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IT Communications <100ms cycle Standard Switches

RT – Real Time  <10ms cycle, low jitter Standard Switches

IRT – Isochronus Real Time <1ms, less  <1uS jitter Special Switches

Profinet  IO
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Any simple unmanaged switch can be used  to create a Profinet IO network

Profinet IO

IO-Controller

IO-Devices

IO-Supervisor

Except very old types – Switch must be 

transparent to large frames

Standard Ethernet Packets have a maximum 

length on 1518 bytes

A switch is a store and forward device – all 

packets received are checked before forwarding

Any packet greater than the maximum length will 

be rejected

Profinet IO uses the IEEE 802.1Q packet structure
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VLAN tagging and Prioritisation

Priority field – 0-7 : Profinet uses level 6

Type field for Profinet 0x8892

Packet sizes can now reach 1522 bytes 

IEEE 802.1Q

Priority Traffic Type

0 Best Effort

1 Background

2 Spare

3 Excellent Effort

4 Controlled Load

5 Video

6 Voice

7 Network Control
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Type field indicating 802.1Q

Priority Tag

VLAN ID

Type Field indicating Profinet

Profinet IO

http://wiki.wireshark.org/FrontPage
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In order to effectively use prioritisation the switch must support 802.1Q

Normally this is a function available in managed switches

Prioritisation

To utilise the prioritisation Ethernet switches must have a number of priority queues

On busy networks where ports can have different bandwidths Head of Line Blocking (HOL) Prevention is important

High priority packets can get stuck in the input buffer
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VLAN

Because Profinet uses 802.1Q there must be a VLAN identifier

A Virtual LAN allows one physical network to become a number of virtual networks

Virtual LANs are used for security and bandwidth management

If a switch port is set up to support a particular VLAN ID only traffic destined for that VLAN will 

be passed to that port.

If Profinet is required to operate within a VLAN environment the Identifier can be set by the 

switch
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Profinet Supervisor

Video Server

VLAN

Example of Shared Network

VLAN ID 2 Profinet network – Prioity 6

VLAN ID 3 Multicast Video Network – Priority 0

Profinet Device

Profinet Controller

Profinet Device

Profinet Device

Use of VLANs ensures no multicast flooding of Profinet devices

http://192.168.10.50/
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Profinet IO packet

Priority 6

VID 0

Connect to untagged port

VID = 2

Priority=6 

Switches connected via tagged ports

Connect to untagged port

VID = 2

Priority=6 

Tags will be stripped at receiver

Trunk section

VLAN configuration

Data entering an untagged port has a VLAN tag added, 

Data entering a Tagged port should be Tagged

Data leaving an untagged port will have its tag removed
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Simple Profinet IO networks can be run using ordinary 

unmanaged switches. 

To ensure real time performance on shared networks the 

Ethernet switch must support 802.1Q with strict priority 

queues

If IRT is to be used only use specially designed switches

If VLANs are to be used, switches must be set up 

correctly

Conclusions


